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ITU Global Cyber Security Index 2018 

Heat map of national 
Cyber Security 
commitment



• Few governments in the 
region have implemented 
national cyber strategies

• Only 20 percent of the African 
states have implemented a 
legal framework for 
cybersecurity, and only 11 
countries have enacted 
substantial laws to fend off 
cybercrime

• Cybercrime in Africa is 
becoming more sophisticated 
and creating significant 
financial losses: Cybercrime 
cost Africa an estimated 
US$3.5bn in 2017

Cyber Security
Status quo in Africa



Cyber attacks are growing and become more 
sophisticated

Source: Kaspersky Cyber Threat Map






Vulnerability and threats affect all stakeholders

Adapted from European Cyber
Security Perspetives 2018

Source of threat Governments Private 
Organisations

Citizens

Professional criminals Disruption of IT
Manipulation of information
Theft and publication or selling of 
information
IT takeover

Disruption of IT
Manipulation of information
Theft and publication or selling of 
information
IT takeover

Disruption of IT
Manipulation of information
Theft and publication or selling of 
information
IT takeover

State actors Digital espionage
Offensive cyber capabilities
Theft and publication of 
information

Digital espionage
Offensive cyber capabilities
Theft and publication of 
information

Digital espionage

Terrorists Disruption/Takeover of IT Disruption/Takeover of IT Theft and publication of 
information 

Cyber vandals and script 
kiddies

Theft of information
Disruption of IT

Theft of information
Disruption of IT

Theft of information

Hacktivists IT Takeover
Theft and publication of obtained 
information
Defacement

IT Takeover
Theft and publication of obtained 
information
Defacement

IT takeover

Internal actors Theft and publication or selling of 
obtained information
Disruption of IT

Theft and publication or selling of 
obtained information
Disruption of IT

IT takeover

Private Organisations Information theft
(industrial espionage)

Commercial use/abuse or “resale” 
of information

No actors IT failure IT failure IT failure



Cyber Security: a real thing in 
agriculture sector too!



Cyber Security
Key stakeholders



Designing Cyber Security Measures: 
Helpful Guidance 



Cyber Security 
Group discussion: Country assessment

What is the current state of discussion on 
cyber security policy in your country?
• What are the major threats?
• What are the policy objectives? 
• What are the existing institutional capacities? 

10 min
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